Giving a
sniffer
congestion

The best way to defend against sniffers is three fold. First, dondt

visit anything important while on a conés Wi-Fi. This includes your
email, ynancial institutions (credit card company and bank user
information pages) or any place where you have to submit conydential
information like your social security or credit card numbers. Do your
online shopping at home, not at the con.

Second, when possible only use encrypted protocols (https, SSH, etc)
when you are on a public network. For example, if you have to access a
web page with conydential information make sure that the URL is pre-
ceded by https://. This indicates that the site is using SSL/TLS and that
the data being transmitted between you and the server is encrypted (in
theory, someone could be pulling a MITM attack as explained before).
Not all protocols support encryption so you may want to look into using
a service that allows you to fitunnelo through unsecured networks. Tun-
neling works by encrypting all of the data you are sending and routing
it to an intermediate server (the exit point) on a network you trust (more
or less) where it is unencrypted and sent on to its intended destination.
A few examples of these systems are VVPNs, Tor, Hamachi or SSH tun-
neling (all of which are topics too involved to cover here, but a quick
Google search should tell you what you need to know). Using Torpark
(a portable version of the Firefox web browser which can be run off of
a USB thumbdrive) is a convenient way to use the Tor encrypted proxy
network for those too lazy to set it up on their own Windows based
laptop. For those that dondt want to touch an icky Microsoft Windows
box try the OpenBSD based Anonym.OS LiveCD. | feel | should also
make you aware that while the previously mentioned technologies will
protect you from attackers at your local hotspot, deviant computer users
at the exit point of the encrypted tunnel may still be able to sniff your
data.

And ynally, use different passwords for different sites. To illustrate
why ités a bad idea to use the same password everywhere, let me give
you a little theoretical scenario. Letés say you use the same password
on a social network site like MySpace or Facebook (which donét use
SSL for encryption, and trust me, they are easy to sniff with Cain or
Ethereal) as you do on your bankés web page (which more than likely
does use SSL). If someone sniffs your Facebook or MySpace password
they may then try to use it on your bankés website, or maybe see if you
use the same password for your email account.

TOOLS
DESCRIBED

Softperfectés NetScan
http://www.softperfect.com/

Ethereal
http://www.ethereal.com/

Cain
http://www.oxid.it/cain.html

Dsniff
http://www.monkey.org/~dugsong/dsniff/

Ettercap
http://ettercap.sourceforge.net/

TCPDump
http://www.tcpdump.org/

Hotspotter
http://www.remote-exploit.org/

Karma
http://www.thetad4.org/karma/

Tor
http://tor.eff.org/

Hamachi
http://www.hamachi.cc/

Torpark
http://www.freehaven.net/~arrakis/torpark.html

Anonym.OS
http://theory.kaos.to/projects.html

For further information on sniffers visit:
http://www.irongeek.com/i.php?page=security/AQuicklIntrotoSniffers
http://www.irongeek.com/i.php?page=security/arpspoof

With a little work and knowledge you can stay relatively safe on
the open Wi-Fi network at the con. If this article has you paranoid, or
scratching your head like a monkey doing a math problem, ask a geeky
friend for help. Enjoy the con.
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So, you are at the con and you want to use the open
Wi-Fi (802.11a,b,g,n) network to surf the web

and communicate with distant friends. All yne

and dandy, but keep in mind there are a lot

of playful folks sharing the hacker conds

network with you. There will be more

sniffers running at a hacker con than

at a bloodhound convention. This
pamphlet should help you be
somewhat safer while using

your wireless devices on

the conds network and hope-
fully keep you off of the Wall

of Shame (Ask at the con for

its location).
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